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IPV6 HEADER

IPv4 Header 20 bytes

IHL

Version Type of Service Total Length

Identification

!I’OtOCO|

Source Address

ime to Live Header Checksum

Destination Address

]
Options Padding

() -field’s name kept from IPv4 to IPv6
| - fields not kept in IPv6
l - Name & position changed in IPv6

IPv6 Header, 40 bytes fixed

Version Traffic Class Flow Label

Payload Length Hop Limit

Header

Source Address

Destination Address

D - New field in IPv6
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IPV6 EXTENSION HEADERS

IPv6 Header Next Header Field:
N TCP Header .
ext Header + Data 0 — Hop-by-Hop Options
=6 TCP A .
60 — Destination Options
(If Routing header is used)

43 - Routing

IPv6 Header TCP Header

Next Header 44 — Fragment

- + Data

= 43 Routing 46 — RSVP
51 - AH

IPv6 Header Fragment of | 50— ESP

Next Header TCP Header | gg— EIGRP

= 43 Routing + Data 89— OSPE
6-TCP

8-bits 8-bits 17 — UDP
Option Option Data Option Data 58— ICMPv6
135 — Mobility Head
Type Length (Variable Length) obflity Header
BLosaL (Next) 59 — None (no next header)
— o i
NG Copyright® 2007 Global Technology Resources, Inc.
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IPVv6 ADDRESSING NOTATION

128 bits get converted into more readable form

— 0010 0000 0000 0001 0000 1101 1011 1000 0000 0000
0000 0011 0000 0000 0000 0000 / 0000 0000 0000 0000
0000 0000 0101 0000 0000 0000 0000 0000 0000 0000

0000 0000
Convert bits to hex

— 2001:0db8:0003:0000:0000:0050:0000:0000

— 2001:db8:3:0:0:50:0:0

— 2001:db8:3::50:0:0

- or

— 2001:db8:3:0:0:50::
Prefix format/notation
— 2001:db8:3::/64

RES@URCES,

Reduce by removing leading zeros

Use :: to consolidate multiple zeros — only once
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ADDRESS TYPES

| |

Anycast

‘ Multicast ‘ ‘ Unicast ‘
| Assigned | | Solicited-Node | | Link-Local | Agg(;i?:;?ble| |Unique Local
FF00::/8 FF02::1:FF00:0000/104 FES0-/10 2001::/16 FC00:/7
2002::/16 FD00::/8
3FFE:/16
FF3x::/96
6Bone - Deprecated
J
m | Link-Local | Agg(;i?:;?ble| | Unique Local| | IPv4 Compatible|
/128 FE80::/10 2001::/16 FC00::/7 0:0:0:0:0:0::/96
:1/128 2002::/16 (FDO00::/8)

3FFE::/16
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ADDRESS ALLOCATION POLicy

» The allocation process is under review by the Registries:
— IANA allocates 2001::/16 to registries
Each registry gets a /23 prefix from IANA
Formerly, all ISP were getting a /35
With the new policy, Registry allocates a /32 prefix to an IPv6 ISP
Then the ISP allocates a /48 prefix to each customer (or potentially /64)

/2|3 132 /4|8 /(?4

ISP prefix——

1
1 1
2001 011 0 : - Interface ID
1 1 1
Registry—> ! ' interface
' |
1

(64 bits)

2001:0400::/23ARIN
2001:0200::/23APNIC

Site prefix————>
LAN prefix >

]
1
1
1 identifier
1
1
1
1

2001:0600::/23RIPE NCC

BLosaL 2002::/16 6to4
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IPV6 ADDRESSING PLAN

Subnet Prefix
2001:0DB8:0001:7AB5::/64

This is where most of

Site Prefix i
our addressing work
2001:0DB8:0001::/48 Y badone oV
ISP Prefix
2001:0DB8::/32
2001 0DBS8 - Interface ID (64 Bits)

0001 0111101010110101

WAN/Region Subnet

Site Subnet LAN Subnet
8 bits = 256 sites 6 bits = 64 LANs
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INTERFACE ID — EUI-64

Address (48 bits)
_

64 bits version

/
1 = global/unique
Uniqueness of the MAC 000000U0 where U=
U=1/ = local/not unique
VU=

EUI-64 address is formed by inserting "FFFE" and ORing a bit
identifying the uniqueness of the MAC address.

RESOURCES,
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ICMPV6

+ More powerful than ICMPv4
» ICMPv6 uses IPv6 extension header # 58 (RFC 2463)

— Type Description
-1 Destination Unreachable
-2 Packet to Big
-3 Time exceeded
- 4 Parameter problem
- 128 Echo Request
PING | _ 129 Echo Reply
- 130 Multicast Listener Query — sent to ff02::1 (all nodes)
MLD - 131 Multicast Listener Report
) — 132 Multicast Listener Done — sent to ff02::2 (all routers)
Prefix - 138 Router Solicitation (RS) — sent to ff01::2 (all routers)
Advertisement | — 134 Router Advertisement (RA) — sent to ff01::1 (all nodes)
ARP — 135 |DAD Neighbor Solicitation (NS) — sent to ff02:0:0:0:0:1:ff00::/104
Replacement |_—_136 Neighbor Advertisement (NA)
Router - 137 Redirect message
Redirection
GLoBAL
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DHCPVG6

» Similar to DHCPv4, but hosts check RAs first.

» Can be used concurrently with stateless
configuration (M bit in Router Advertisements).

+ DHCP solicit messages are sent on the all-
DHCPagents multicast address: FF02::1:2.

+ Can be used for renumbering using Reconfigure-
Init message.

+ DHCPv6 provides DNS information, stateless
autoconfiguration does not, for now.

* DHCPv6 client in Microsoft Vista
» Otherwise you can use Dibbler — open source

v/
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DHCPV6 OPERATION
Client Relay Server

Solicit

e

v/ __— Advertise .
Request \-\

— 1 Reply T ——

All_DHCP_Relay_Agents_and_Servers (FF02::1:2)
All_DHCP_Servers (FF05::1:3)

GLogaL DHCP Messages: Clients listen UDP port 546. Servers and relay agents listen on UDP port 547
TECHNOLOGY

RESQOURCES,

Relay-Reply
w/Advertise

Relay-Reply
w/Reply
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DHCPVG6

DHCPV6 clients listen on UDP port 546
DHCPV6 servers and relay agents listen on UDP port 547
Solicit, Advertise, Request, Reply messages
Managed Address Configuration Flag - M flag
— When set to 1 it tells hosts to get stateful address through DHCPv6
» Other Stateful Configuration Flag - O flag
— When set to 1 it tells host to use DHCPV6 to get other config info
- M=0, 0O=0
« End host uses stateless auto-configuration
- M=0, O=1

« DHCPV6 stateless, autoconfigured address but DNS and other information is
added with DHCPVé (i.e. from a router)

- M=1,0=0
« Not practical, no DNS info
- M=1, O=1
« End host uses DHCPV6 for all information

GLaBAL
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DNS FOR IPV6

» Upgrade DNS servers first
— DNS for IPv6 — RFC 1886

* AAAA (“‘quad-A” = 4 X 32 = 128) simple format

* Use IPv6 or else use IPv4 format — if both types
are returned then the decision is left up to the
requesting host

— Response based on the version number of the request
packet

 DNS issues can result in mixed environments

— Old client resolvers may not accurately handle receiving
an A and an AAAA

— NXDOMAIN or No Answer
* |ssues with zone xfers between unlike DNS servers
» Consider using a separate vé DNS server

GLogaL
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IPV6 ADDRESSES IN URLS

RFC2732: Preferred Format for Literal
IPv6 Addresses in URL

In a URL, it is enclosed in brackets
— http://[2001:DF0:1003::f]:8080/index.html

Cumbersome for users
Mostly for diagnostic purposes

Most prefer to use fully qualified
domain names (FQDN)

Copyright® 2007 Global Technology Resources, Inc.

TRANSITION TECHNIQUES

v4/v6
( IPv4/IPv6

? Tunnellng ,ﬂ\ ’,.\\

|PV6 @ onfigured Tunn ( Iw

/\)‘m/\\
Translation ( IPv4 L |F:\9

ING Copyright® 2007 Global Technology Resources, Inc.
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DuAaL IP STACK MODEL

+ Dual-Stack Architecture — RFC 1933

+ 4 different possibilities

+ Choice of the IP version is based on name lookup, application
or operating system preference

» |Pv4 and IPv6 packets flow in Ethernet like “ships in the night”

| Application |

| TCP | | UDP |

| <

| IPv4 | | IPV6 |

0x0800 0x86dd

| Data Link (Ethernetll)|

TECHNOLOGY
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IPV6 TUNNELING

» Manually configured or Automatic

» IPv6 PDUs encapsulated in IPv4
protocol 41

IPv4

IPv6 IPv6 iPv6
Dual-Stack DATA DATA DATA Dual-Stack
Node & > Node

Node-to-Node Tunnel

GLogaL
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IPV6 TUNNELING — 6104

+ Connection of Isolated IPv6 Domains via IPv4 Clouds Without
Explicit Tunnels
+ Inter-domain tunneling using IPv4 address as IPv6 site prefix
IPv6 using IPv4 as a virtual link-layer
— IPv6 VPN over IPv4 Internet (2002::/16 prefix)
— Automatic tunneling approach - Minimal manual configuration
— Uses globally unique prefix comprised of the unique 6to4 TLA
and the globally unique IPv4 address of the exit router.
+ 6to4 Relay is the gateway between the IPv6 and IPv4 worlds
— No NAT can exist in the path
— 6to4 Relay may be far away from end node
— Security issues related to an open relay
TLA

’8 0x0002

3Bits 13 Bits 32 Bits 16 Bits 64 Bits
FP

IPv4 Address l SLA | Interface 1D

GLaBAL
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IPV6 TUNNELING — ISATAP

 Intra-Site Automatic Tunnel Addressing Protocol (RFC 4214)
« Automatic tunneling inside an enterprise

» ISATAP connections look like one flat network

» Creates a virtual IPv6 link over an IPv4 network

» Uses 5EFE just before the 32 bit IPv4 address bits — converted
to hex

+ Can use private address space

+ Create a DNS “A” record for “isatap.domain.com” equal to
router’s 100

+ Or “C:\>netsh interface ipv6 isatap set router <ip4addr>"
+ Currently, ISATAP doesn’t support multicast

Prefix 00 00 5E FE IPv4 Address

64 Bits 32 Bits 32 Bits

GLogaL
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IPV6 TUNNELING — ISATAP

+ interface LoopbackO0
ip address 192.168.12.1 255.255.255.0
+ interface TunnelO
ipvé address 2001:db8:c:1::/64 eui-64
tunnel source loopback 0
tunnel mode ipvé6ip isatap
no ipv6é nd suppress-ra

,/'\ -~ /\ - ISATAP

IPv4

__, | Dual-Stack

{ IPv6 NBBETISATAP Tunnel ) Node
>

192.168.12.1
2001:db8:c:1:0:5efe:c0a6:0c01

192.168.3.3
2001:db8:c:1:0:5efe:c0a6:0303

BBBBBBBBBB
RESGURCES,
INC
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IPV6 TUNNELING — TEREDO

 Called Shipworm in earlier IETF drafts
» IPv4/UDP encapsulated IPv6 packets
» Works behind an IPv4 NAT

» Reduces MTU because of UDP
encapsulation (port 3544)

» Uses Teredo server, Teredo relay, and a
Teredo client

» External mapping of IPv4 address and port

are discovered by the Teredo server (on the
external side of the NAT)

Copyright® 2007 Global Technology Resources, Inc.
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Federal IT Technology Refresh Cycle
IPv6 Security Produ_
[ 4 I DNS/DHCPVBIBBNS Products
; IPv6-Capable Vendor Products =
IPv6 Constraints
2006 2007 2008 2009 2010 2011
IPv6 Drivers
IPv4 Address Depletion
~ Microsoft Vista Deploymentisl
Brogar Mandated Federal Transition ——>

IPV6 TRANSITION TIMELINE

[

v/
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IPVv6 PRODUCTS

* Operating Systems
— Windows 2000, XP SP1/2, 2003, Vista, Longhorn
— Linux, FreeBSD, Solaris 8/9/10/11, HP-UX, Tru64, AIX
— MacOS X 10.2 (Jaguar), 10.3 (Panther), and 10.4 (Tiger)

» Current IPv6 Applications

— ping, traceroute, DNS, DHCPv6, NFS, routing, FTP,
Telnet, SSH, IIS, Apache, SMTP, SNMP, NNTP, firewalls,
Syslog, Printing, IPSec, NTP

+ Cisco supports IPv6 in IOS 12.2T, 12.3, 12.4

— Initially just basic functionality — then more
features/protocols and then performance

— IPv6 support in PIX v7.0 and ASA5500

Copyri 2007
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MICROSOFT

£

Windows Vista

Microsoft has had great IPv6 support
— 2K, XP SP1/2, 2K3, Vista, Server 2K8
Vista ships with IPv6 support turned on by
default/natively
— Top-to-bottom TCP/IP stack re-design

— IPv6 is on by default and preferred over IPv4 (considering
network/DNS/application support)

— SP1 due late 2007-early 2008
Windows Server 2008 “Longhorn” should ship in
late 2007 with full IPv6 support and services

— “Native IPv6 support across all client and server services
creates a more scalable and reliable network”

— Same dual-layer stack as Vista

Copyright® 2007 Global Technology Resources, Inc.

‘ Windows Sockets applications

NEXT GENERATION TCP/IP
STACK

User

Kemel

WSK clients

GLogaL
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Transport
Layer

Netwrork
Layer

: Framing
T Layer

| MNetBT and cther TDI clients

-
Mext Generation TCPAP Stack (Tcpip.sys) &

‘ TCP ‘ ‘ uppP ‘ ‘ Raw ‘

IPv4

IPv6

‘8023‘ |PPP| ‘80211‘

Loopback

IPvd
tunnel

Copyright® 2007 Global Technology Resources, Inc.
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COMPARING IPV6 FEATURES

A By
W;'h dO\lI;IJS X0 ‘\ . - Windows Server.
Windows Vista Code Name “Longhom
DHCPv6 No DHCPv6 DHCPv6 integrated | DHCPv6 Server
Dibbler
Collaboration ConferenceXP or Meeting Space Windows Media
NetMeeting Server
Dual Stack IPv4 with Optional | Dual-IP Stack — Dual-IP Stack —
IPv6 protocol IPv6 on by IPv6 on by
default default
IPSec for IPv6 Limited Integrated IPSec Integrated IPSec -
SDI
Firewall Basic IPv6 Full IPv6 in & out Full IPv6 in & out
IPv6 File No Yes IPv6 File Server
GLagAL Sharing
TECHNOLOGY
RESOURCES,
NG Copyright® 2007 Global Technology Resources, Inc.

VISTA STARTUP PROCESS

» Vista tries to connect to IPv6
resources if it can

 Vista sends IPv6 NA/NS/RS upon link-up
» Attempts DHCPv6

« If no DHCPVG6 is available or local RA
received with Global or ULA then it tries
ISATAP

* If no ISATAP then it tries Teredo

* |f no Teredo, then use IPv4 as a “LAST
RESORT"

GLogaL
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VISTA NETWORK TYPES

» Teredo will be enabled by default but not active

* Teredo is disabled on domain-joined Vista
computers

* When not domain-joined then all IPv6 addresses
are privacy addresses

Domain Public Private

Windows Firewall On On On
(group policy)

Network discovery Off Off On

File/Printer Sharing Off Off Off

GLaBAL
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MORE ON VISTA AND TEREDO

« Tunnels will be used before IPv4 if required
by IPv6-enabled application
— Teredo should not work if client is an Active
Directory member (“enterpriseclient”)
— Teredo should not send AAAA queries if Teredo
is the ONLY IPv6 connected interface

— Tunnels/IPv6 can be disabled (not uninstalled)
via network properties or registry modifications

Teredo (Ter-AY-do) is a name of a sea
molusk that eats through wood.
Shipworms greatly damage wooden ships.

Copyright® 4
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MICROSOFT IPV6-ENABLED
APPLICATIONS & FEATURES

» All applications and services that ship with
Vista/Server 2008 support IPv4 and IPv6 (IPv6-
only is supported)

« Active Directory, IIS, File/Print/Fax,
WINS/DNS/DHCP/LDAP, Windows Media
Services, Terminal Services, Network Access
Services — Remote Access (VPN/Dial-up), Network
Access Protection (NAP), Windows Deployment
Service, Certificate Services, SharePoint services,
Network Load-Balancing, Internet Authentication
Server, Server Clustering, etc...

» Collaboration Features
— People Near Me
— Windows Peer-to-Peer Networking
— Peer Name Resolution Protocol (PNRP)

— Meeting Space

Copyright® 2007 Global Technology Resources, Inc.
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Participants (5 attending) &

EI Claudia -
# !J Tjeerd (Be nght back)

S—
You received a note &

=
|

This looks great!

i 5:55 PM [ Bepy ) [ Glose

Copyright® 2007 Global Technology Resources, Inc.
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CODE ASSESSMENT

» Tools for assessing application source code
for IPv4/v6 calls.
— Looks for lines in code that may be version-

specific

— Similar to Y2K assessment utilities

» For hosts that are written on Microsoft
platforms we can use Checkv4.exe to
identify if the source code is IPv6-ready.

— http://msdn2.microsoft.com/en-
us/library/ms740624.aspx

Copyright® 2007 Global Technology Resources, Inc
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IPV6 SECURITY

« We will all migrate eventually, but when and how

remain to be seen

* | bet you have some IPv6 running on your

networks already

» Do you use Linux, MacOS X, MS XP SP2, or MS

Vista?
— They all come with |IPv6 capability, some even have IPv6
enabled by default (IPv6 preferred)
— They may try to use IPv6 first and then fall-back to IPv4
— Or they may create |IPv6-in-IPv4 tunnels to Internet
resources to reach IPv6 content

— Some of these techniques take place regardless of user
input or configuration

+ If you are not protecting your IPv6 nodes then you

have just allowed a huge back-door to exist

Copyright® 2007 Global Technology Resources, Inc.
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IPV6 THREATS

» There isn’t much of a hacker community focusing
on IPv6 today but that is likely to change as IPv6
becomes more popular

* |P is the most popular network-layer protocol on
the planet

— IPv6 will gain the hacker’s attention

+ Many vendors (Cisco, Juniper, Microsoft, Sun)
have already published IPv6 bugs/vulnerabilities

* Attacks generally fall into one of these three
categories.

— Denial of Service
— Modification of Information
— Eavesdropping

Copyright® 2007 Global Technology Resources, Inc.
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MicROSOFT & Windows Se’en
IPVv6 FUTURE

» More IPv6 features
Secure Neighbor Discovery (SEND)

Native IPv6 IPSec
— Server and Domain Isolation (SDI)

Mobile IPv6 - CN, HA, MN
Anycast for services

Copyright® 2007 Global Technology Resources, Inc.




IPV6 ADVANTAGES

* Added addresses

+ Stateless Autoconfiguration

» Simplifies routing — fewer header fields
» Supports IPSec natively

* Improved Mobile IP support

* QOS support — flow label potential

» Native Multicast

* Includes Anycast

+ Backward compatible

+ Many transition mechanisms

+ Extensible

WARNING
IPV6 CHALLENGES @
* Requires a migration plan CHALLENGES
« “Touch” all network and system devices | AHEAD

« Effort required to make transition but hopefully
operational cost savings with IPv6

» End users won’t notice the improvement — Users
aren’t asking for IPv6 services

» Performance issues with equipment that is
optimized for IPv4 but not IPv6

» Possible new software upgrades — new IPv6 apps
« Additional capital expenditures

* Overhead caused by maintaining IPv4 and IPv6
routing tables, firewalls, DNS servers, etc.

» Something new to learn - Addresses are difficult to
remember

GLogaL
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FUTURE IPV6 APPLICATIONS

» Car manufacturers — 1 billion cars by 2010 (even just 15% of them
means 150 million addresses)
— GPS and Yellow Page Services
+ Home appliances (toaster, dishwasher, video, ...)
— Autoconfiguration is needed for these embedded devices
+ |Pv6 address in every mobile phone, PDA, MP3 player
» Demand for peer-to-peer & multimedia applications
— Presence applications tying together IP, VolP, mobile phone, e-mail
— VolIP - IPv6 address for every phone
» Always-on broadband Internet access
» Coordination of battlefield operations without NAT requires IPv6
— DOD pushing for IPv6 systems to support their global operations
» Large sensor networks — many tiny sensors with IPv6 capability
* Internet in every School — unique IPv6 address for every student
« Power industry and agricultural applications of IP
+ China, India, Japan, Russia, Asia, South America, Africa
— Lots of people and registries weren’t granted large IPv4 blocks

GLaBAL
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SUMMARY

* An IPv6 transition is already underway in the Federal
Government and other parts of the world.
» |Pv6 infrastructure and Host OSs are ready now!
» Microsoft and Cisco are leaders in IPv6 and have a full-set of
IPv6 products
* Much of the infrastructure you have already purchased is
IPv6 capable, it’s just a matter of enabling (software upgrade)
+ GTRI can assist with transition planning
— Perform your assessment
— Create a migration strategy
Create a test lab or leverage other test labs and start
experimenting.
Dual Stack some of your systems
— Test DNS and focus on your other applications
. '(Ij'he sooner we begin the transition, the sooner we will be
one.
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IPVv6 BOOKS

Deploying IPV6 Networks

Running

IPv6

oReLLY”
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LIVE DEMD

Internet
Longhorn

XP SP2

IPSec Tunnel

IPv4/IPv6

IPv4/IPv6

Vista
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SHogg@GTRI.com
Scott@HoggNet.com
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GMUESTION AND ANSWER

Mobile: 303-949-4865
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