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Windows XP IPv6 Installation:

ipv6 install

or
netsh interface ipv6 install
ipv6 uninstall

of
netsh interface ipv6 uninstall
IPv6 installation on Windows XP:

If no service packs are installed:

type “ipv6 install” from the command prompt

If SP1 is installed:

install “Microsoft IPv6 Developer Edition” from the Connection Properties window

If SP2 is installed:

install “Microsoft TCP/IP version 6” from the Connection Properties window

Netsh Commands:

http://www.microsoft.com/technet/treeview/default.asp?url=/technet/prodtechnol/windowsserver2003/proddocs/standard/netsh_int_ipv6.asp

Help

netsh int ipv6 /?
Manually Set IPv6 Address:

Command for IPv6 configuration

ipv6 (will be discontinued, not present in Windows Server 2003)

netsh interface ipv6

netsh interface ipv6 add address [interface=]InterfaceNameOrIndex [address=]IPv6Address [[type=]unicast|anycast] [[validlifetime=]Minutes|infinite] [[preferredlifetime=]Minutes|infinite] [[store=]active|persistent]
Manual configuration of IPv6 address – no auto-configuration

netsh interface ipv6 set address

Commands for autoconfiguration

netsh interface ipv6 4

interface 1 - loopback

interface 2 - ISATAP

interface 3 - 6to4 interface

interface 4 - real network interfaces

interface 5 - Teredo interface

Commands for setting manual address:

netsh ipv6 interface {add|set} address [interface=] <interface> [address=] <address>

<interface> - interface name or index

<address> - address in IPv6 format

Commands for deleting manual address:

netsh ipv6 interface delete address [interface=] <interface> [address=] <address>

netsh interface ipv6 show interface

netsh interface ipv6 show interface level=verbose

netsh interface ipv6 show address

netsh interface ipv6 show dns

Mobile IPv6

netsh interface ipv6 show mobility

netsh interface ipv6 show bindingcachentries

netsh interface ipv6 show destinationcache

More netsh Show Commands:
netsh interface ipv6 show global

netsh interface ipv6 show interfaces

netsh interface ipv6 show privacy

netsh interface ipv6 show addresses

netsh interface ipv6 show dnsservers

netsh interface ipv6 show joins

netsh interface ipv6 show neighbors
netsh interface ipv6 show routes
netsh interface ipv6 show siteprefixes

netsh interface ipv6 show state

netsh interface ipv6 show potentialrouters

Troubleshooting Commands:

ping6 <ipv6addr>%<ZoneID>

ping -6 <ipv6addr>%<ZoneID>
tracert <ipv6addr>%<ZoneID>

pathping <ipv6addr>%<ZoneID>

netstat –s

Configured Tunnel Commands:

netsh interface ipv6 add v6v4tunnel ?

To enable ipv4-compatible addresses:

netsh int ipv6 set state v4-compat=enabled

6over4 Configuration Commands:

netsh int ipv6 set state 6over4=enabled

6to4 Configuration Commands:
Add a Route:
ipv6 rtu 2002::/16 2

ipv6 rtu <6to4addr> <interface#>

Address Update – assign a static address:
ipv6 adu 2/2002:c098:6301::c098:6301
ipv6 adu <if#/6to4addr>

(192.168.99.1 = c098:6301 in hex)
ipv6adu 3/2002:84d6:010a:1::1


or

netsh interface ipv6 add address 3 2002:84d6:010a:1::1

netsh int ipv6 6to4 set interface

netsh int ipv6 6to4 set relay

netsh int ipv6 6to4 set routing

netsh int ipv6 6to4 set state
netsh int ipv6 6to4 reset

netsh int ipv6 6to4 show

Add default route to 6to4 relay:
ipv6 rtu ::/0 2/::192.168.30.1 pub
ipv6 rtu 2002::/16 3


or

netsh interface ipv6 add route 2002::/16 3
ipv6 ifcr v6v4 <ipv4-source-addr> <ipv4-destination-addr>

to create a configured tunnel

this command adds a new pseudo-interface number
ipv6 ifcr v6v4 131.214.1.10 206.123.31.200

or

netsh interface ipv6 add v6v4tunnel interface=TUNNEL-CISCO localaddress=131.214.1.10 remoteaddress=206.123.31.200

To disable the 6to4 interface:

netsh interface ipv6 6to4 set state disabled

Enable forwarding and advertising on the interfaces attached to your intranet. You can do this with the following command:

netsh interface ipv6 set interface InterfaceNameOrIndex forwarding=enabled advertise=enabled

Enable the 6to4 service. You can do this with the following command:

netsh interface ipv6 6to4 set state enabled

Enable forwarding on the 6to4 interface (named 6to4 Pseudo-Interface in Windows XP and Windows Server 2003). You can do this with the following command:

netsh interface ipv6 set interface InterfaceNameOrIndex forwarding=enabled

Add routes for 6to4 prefixes to the interfaces attached to your intranet and configure them to be published. You can do this with the following command:

netsh interface ipv6 add route 2002:WWXX:YYZZ:SubnetID::/64 InterfaceNameOrIndex publish=yes

netsh interface ipv6 show netsh interface ipv6 6to4
ISATAP:

Preferred method is to have the name “_ISATAP” resolve to the IPv4 address of the ISATAP router

Add _ISATAP CNAME entry into DNS

Add to hosts file or lmhosts file:

<ipv4addr>
_ISATAP

netsh int ipv6 isatap set router <ipv4addr>
netsh int ipv6 isatap set router <NAME>

netsh int IPv6 isatap set state enabled

netsh int ipv6 isatap show router

netsh int ipv6 isatap show state
PortProxy:

netsh int portproxy ?

netsh int portproxy [add | set | delete] [v4tov4 | v4tov6 | v6tov4 | v6tov6]

netsh int portproxy add v6tov4 
listenport=<port number or name>






connectaddress=<IPv4addr or hostname>






connectport=<port number or name>






listenaddress=<IPv6addr or hostname>

netsh interface portproxy add v6tov4 3389

DNS:

netsh int ipv6 add dns

Routing:

route print

netsh int ipv6 set int <intname-or-index> forwarding=enabled advertise=enabled
With the absence of “validlifetime” and “preferredlifetime” parameters the lifetimes are infinite

netsh int ipv6 add | set route

netsh int ipv6 show routes

netsh int ipv6 show interface

netsh int ipv6 set int interface=<intname-or-index> advertise=enabled

netsh int ipv6 set int interface=<intname-or-index> mtu=<integer>

netsh int ipv6 add route ::/0 interface=<intname-or-index> nexthop=<ipv6addr> metric=<integer> publish=yes

netsh int ipv6 add | set route

netsh int ipv6 set route interface=<intname-or-index> siteprefixlength=<integer>

Commands for setting/removing static IPv6 routes:

netsh ipv6 interface {add|set|delete} route [prefix=] <prefix>/<length> [interface=] <interface> [[nexthop=] <address>]

IPv6 routing table:

netsh interface ipv6 show route
IPSec6 Commands

http://www.microsoft.com/technet/treeview/default.asp?url=/technet/prodtechnol/windowsserver2003/proddocs/standard/sag_IP_v6_add_Utils.asp

ipsec6.exe

ipsec6 l [test]

ipsec6 s [test]
ipsec6 <#>

ipsec d sp <#>
ipsec d sa <#>
Prefix Policy

Command to modify the prefixpolicy:

netsh interface ipv6 add | set | delete prefixpolicy

Address selection policy

netsh interface ipv6 show prefixpolicy

netsh interface ipv6 set prefixpolicy [prefix=]<prefix>/<length> [precedence=]precedence [label=]label

netsh interface ipv6>show prefixpolicies

Querying active state...

Precedence  Label  Prefix

----------  -----  --------------------------------

        50      0  ::1/128

        40      1  ::/0

        30      2  2002::/16

        20      3  ::/96

        10      4  ::ffff:0:0/96

         5      5  2001::/32
Privacy Addressing
netsh int ipv6 show privacy

netsh int ipv6 set privacy maxpreferredlifetime=<seconds>

netsh int ipv6 set privacy state=disabled

netsh interface ipv6>show privacy

Querying active state...

Temporary Address Parameters

---------------------------------------------

Use Temporary Addresses             : enabled

Duplicate Address Detection Attempts: 5

Maximum Valid Lifetime              : 7d

Maximum Preferred Lifetime          : 1d

Regenerate Time                     : 5s

Maximum Random Time                 : 10m

Random Time                         : 0s
Older Windows XP Commands:

ipv4 = ipconfig /all

ipv6 if | more

or
netsh int ipv6 show addr



or
nets hint ipv6 show int

ipv6 if 4
to see interface #4 characteristics
Add a route:
Ipv6 rtu ::/0 <ifindex/gateway>

ipv6 rtu <defrt ::/0> <if#/6to4relayaddr> <publish>

ipv6 rtu ::0 2/::192.168.1.2 pub

Address update command:
Ipv6 adu <ifindex/IPv6addr> [life <validlifetime>/<preferredlifetime>] [anycast] [unicast]
ipv6 adu 2/3ffe:b00:800:1::3

or

netsh int ipv6 add addr

Command to show the neighbor cache:
ipv6 nc

ipv6 rt

displays the local ipv6 routing table

ipv6 rc
IPv6 Help:

usage: ipv6 [-p] [-v] if [ifindex]

       ipv6 [-p] ifcr v6v4 v4src v4dst [nd] [pmld]

       ipv6 [-p] ifcr 6over4 v4src

       ipv6 [-p] ifc ifindex [forwards] [-forwards] [advertises] [-advertises] [mtu #bytes] [site site-identifier] [preference P]

       ipv6 rlu ifindex v4dst

       ipv6 [-p] ifd ifindex

       ipv6 [-p] adu ifindex/address [life validlifetime[/preflifetime]] [anycast] [unicast]

       ipv6 nc [ifindex [address]]

       ipv6 ncf [ifindex [address]]

       ipv6 rc [ifindex address]

       ipv6 rcf [ifindex [address]]

       ipv6 bc

       ipv6 [-p] [-v] rt

       ipv6 [-p] rtu prefix ifindex[/address] [life valid[/pref]] [preference P] [publish] [age] [spl SitePrefixLength]

       ipv6 spt

       ipv6 spu prefix ifindex [life L]

       ipv6 [-p] gp

       ipv6 [-p] gpu [parameter value] ... (try -?)

       ipv6 renew [ifindex]

       ipv6 [-p] ppt

       ipv6 [-p] ppu prefix precedence P srclabel SL [dstlabel DL]

       ipv6 [-p] ppd prefix

       ipv6 [-p] reset

       ipv6 install

       ipv6 uninstall

Some subcommands require local Administrator privileges.

How to Disable IPv6

to disabled the isatap adapter run

netsh interface isatap set state disabled
Here is how to get rid of toredo

1)  In control panel, open up system. properties.

2) Select the hardware tab, and then click Device Manager.

3) In device manager, click the view menu and select "Show hidden devices".

4) You'll find "Teredo Tunneling Pseudo-Interface" listed under Network

Adapters.

5) You can right click and disable it.

Teredo

netsh interface ipv6 show teredo

netsh interface ipv6 set teredo client

netsh interface ipv6 set teredo client teredo.ipv6.microsoft.com 30

NUD

Neighbor Unreachability Detection – default gateway redundancy

XP and 2K3 don’t use NUD by default
Vista and Longhorn do support NUD

netsh interface IPv6 set interface <interface> nud=enabled

Port Proxy
netsh interface portproxy
Random Interface ID Bits
You can disable this behavior with

netsh interface ipv6 set global randomizeidentifiers=disabled
You can enable this behavior with

netsh interface ipv6 set global randomizeidentifiers=enabled
Vista Network Types

	
	Domain
	Public
	Private

	Windows Firewall
	On

(group policy)
	On
	On

	Network discovery
	Off
	Off
	On

	File/Printer Sharing
	Off
	Off
	Off


Port Query – TTCP
Port Query is a free port-scanner from Microsoft

http://technet.microsoft.com/en-us/library/bb877965.aspx

ttcp is like a netcat application to test tcp connectivity between computers
Reset TCP/IP Stack Options
To repair the TCP/IP stack options

Reset WINSOCK entries to installation defaults: 
netsh winsock reset catalog

Reset IPv4 TCP/IP stack to installation defaults. 
netsh interface ipv4 reset reset.log

Reset IPv6 TCP/IP stack to installation defaults. 
netsh interface ipv6 reset reset.log

